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Secure Navigation in Adversarial Environments
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Iranian forces are actively using GPS jammers and pretending to be U.S. or allies’ warships to
trick commercial vessels into traveling through Iranian waters and then seizing them, federal
government officials say.

The US Department of Transportation's Maritime Administration released a warning
Wednesday, claiming Iran is using “GPS interference, bridge-to-bridge communications
spoofing, and/or other communications jamming with little to no warning.”
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Can We Make Robotic Navigation Secure?

Start

® Can an attacker modify the trajectory and escape detectability?
v/ Yes, under appropriate design

® Can we design trajectories are secure?
v Yes, there is a tradeoff between security and control energy
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Secure Trajectory Planning: Model

[ Nominal Robot ] [ Robot Under Attack ]
Double integrator on 2-D plane Attackers compromise the controls
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Localization via GNSS and RSSI And spoof the GNSS signal
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Secure Trajectory Planning: Model

[ Nominal Robot ] [ Robot Under Attack ]
Double integrator on 2-D plane Attackers compromise the controls
Dnl| 1| pn p| _ 1 |p
SR . e I K
—~ == =~ ~ == =~
i A B & A = B

Localization via GNSS and RSSI And spoof the GNSS signal

ylgSNSS = Pn yRSSI — ||pn||2 yGNSS =p+ USPOOF yrﬁiSSI — ||p||2

Trajectory planner: selects u, J Attackers: choose (u,uSPOOF) J
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Undetectable Attacks

An Undetectable Attack is:

Pair (u,u>POOF) that is not “visible" from the sensors:

GNSS GNSS RSSI RSSI
=Yy =Y

L , N (at all times)

An attack is undetectable if and only if Can be computed

“2 given the nominal

T T 2
u'p =ty o+ [lonl” = flo state at all times

SPOOF
u =Pn—DP
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Computing Optimal Undetectable Attacks

max lp(T") — pn(T)]]

s.t. T = Az + Bu
u = undetectable

[Jul| < umax

Optimal solutions are:

a,= radial accel.

u=arp+w ® w= tangential accel.

T, _
where w'p = 0, and * Bang-Bang control

Can be computed by

T 2 2 -2
ar = (uypn + ||V v D
= (tnPn o+ [jen] Iz solving BVP offline

w = —sgn(\TBW2)\[u2,, / [p? — a2 W

and (A, z) = solve a two-point BVP
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Computing Optimal Undetectable Attacks

max [p(T") — pn(T)||
s.t. T = Az + Bu

u = undetectable

[Jull < Umax

For single integrator robots (A = 0), BVP can be solved explicitly:

Optimal solutions are: ¢ < Angle between x(r) and —x,(T);

if ¢ = 0 then
. | v <05
T u—arp+w else if 0 < ¢ < 7 then
where w'p =0, and | v« 1
else
| v <~

ar = u pollpl| 7>

w = _7\/ ur2na></||p||2 - a?Wx

Computing Optimal Undetectable Attacks

max [p(T") — pn(T) |l
s.t. T = Az + Bu

u = undetectable

[Jul] < umax

For single integrator robots (A = 0), BVP can be solved explicitly:

¢ < Angle between x(f) and —x,(7);

—r, —I5 —2Ip if ¢ = 0 then
‘ ‘ 1’7A | y < 0;
else if 0 < ¢ < 7 then
el (T =
e 0 |l y <1
else
7 (0) 17B | v« -1
0 T State-feedback law )
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Can We Make the Navigation Secure?

Goal
Start

® Can an attacker modify the trajectory and escape detectability?
v/ Yes, under appropriate design

® Can we design trajectories are secure?
v Yes, there is a tradeoff between security and control energy

A Secure Trajectory is:

@ Navigate from start to destination
@® Any attack can be detected (# undetectable attacks)

Designing Controls that are Secure

Assume max. acceleration is bounded: ||un|| < umax

A trajectory is secure if and only if

Uy = K———Umax k:Rso— {-1,1}
[[2all

e State-feedback law ® Maximum energy at all times

What if we chose controls that are not secure?

2

+ Base Station

e Start Position
——Nominal Trajectory
—— ||lun||/umax = 100%
1 —— [[un|/umax = 90%
— [[un|l/umax = 80%

There is a tradeoff between

N o 4 control energy and security
=0 + — [[unl|/umax = 50% y

— ||un||/umax = 40%

—|lun||/umax = 30% )

el = o Existence of undetectable

— llun||/umax = 10%

attacks depends upon the
nominal inputs
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Computing Minimum-Time Secure Trajectories

Given initial and final positions p;, pr

min T + |[pa(T) — pel| |

rk, T
st. 1z, = Ax, + Bu, Mal

Dn
Un = K7 Umax
[[2all

Optimal solutions satisfy: * Bang-Bang control

N e QOpen-loop input
k"= —sgn(A Bpn), =z e Computed offline

where (A, pn, &) = solve a two-point BVP

Computing Minimum-Time Secure Trajectories

Given initial and final positions p;, pr

min T+ [|pa(T) - pr| 1

R,
st. i, = Ax, + Bu, Mal

Dn
Un = K7 Umax
[[2all

Emerging Difficulty:

What are the configurations S that are reachable via secure inputs?
@ In general: no systematic way to characterize S
® Single-Integrator dynamics: S = {z : x = axy(0),a € Ryo}
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Secure Navigation: Waypoint Design

How do we plan trajectories when RSSI readings change over time? J

Existence of Undetectable Attacks

® |f robot is in the range r; of station ¢
[0 = bill <73

® Then, i-th RSSI reading is available

RSSI _ Hxn _ bi||2, GNSS _

yn,z n Tn

There exist undetectable attacks only if
Rank([xn — by, Tn—by,, 0 xn— bis]) <2

at some time ¢t
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Two emerging questions:

Given: 0) and T . ) .
e () zn(T) J ® Can an attacker modify the trajectory and escape detectability?

Goal: Navigate from z,(0) to xn(T') /' es, under appropriate design
,u | i

©® Chose zj s.t. ® Can we design trajectories that ensure detectability of attacks?
® RankR(z3) > 2
* zj € S(2n(0))
2/ Na\'ngate' from z,(0) to o7 via secure Control input design affects security in systems with nonlinear dynamics |
trajectories
©® Chose 2 s.t.

v Yes, there is a tradeoff between security and control energy

* RankR(zD) > 2 Generalizations
o 22 € Sz, (T)) i
n n ® Methods applicable to any system
© Navigate from 22 to 2 with nonlinear dynamics
© Navigate from z to z,(T) via secure e Challenge in characterizing secure
trajectories reachable sets
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