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Data Poisoning Attacks Can Systematically Destabilize
Data-Driven Control Synthesis

Vijayanand Digge', Martina Vanelli', Ahmad W. Al-Dabbagh?, Julien M. Hendrickx', and Gianluca Bianchin'

Abstract— Data-driven control has emerged as a powerful
paradigm for synthesizing controllers directly from data, by-
passing explicit model identification. However, this reliance on
data introduces new and largely unexplored vulnerabilities. In
this paper, we show that an attacker can systematically poison
the data used for control synthesis, causing any linear state-
feedback controller synthesized by the planner to destabilize the
physical system. Concerningly, we show that the attacker can
achieve this objective without knowledge of the system model
or the controller synthesis procedure. To this end, we develop
a recursive data-poisoning mechanism that generates falsified
state trajectories, inducing a precise geometric shift in the
apparent system dynamics. More broadly, our results establish
that data-driven control pipelines can be deterministically
destabilized by model-agnostic attacks operating solely at the
data level. Numerical simulations corroborate these findings for
both noise-free and noisy data.

I. INTRODUCTION

Historically, the design and analysis of complex cyber-
physical systems, such as power grids, have relied on the
availability of highly accurate mathematical models. In clas-
sical control, these models can be obtained through system
identification [1], which serves as a critical intermediate
step between data collection and controller synthesis. This
modeling phase not only enables control design, but also
provides a natural point for validation and anomaly detection,
where inconsistencies in the data can be identified. However,
as modern systems grow in scale and complexity, obtain-
ing accurate models is becoming increasingly impractical.
In response, direct data-driven control has emerged as a
powerful alternative paradigm [2]-[5], which can bypass the
model identification step, and instead, synthesizes feedback
controllers directly from data.

The reliance on data, rather than models (which often
not only provide parametric descriptions, but also physical
interpretations of the system in terms of stafes) introduces
new and largely unexplored attack surfaces. In this paper,
we consider an adversary/attacker that interferes with data-
driven control synthesis by poisoning the data used by the

*V. Digge is a FRIA grantee of the Fonds de la Recherche Scientifique
— FNRS (F.R.S.-FNRS). This work was supported by the Concerted Re-
search Action (ARC) via the “SIDDARTA” project and by FNRS via the
“InterpoControl” Research Project.

IThe authors are with ICTEAM
ment of Mathematical Engineering at
firstname.lastname@uclouvain.be

2The author is with the School of Engineering, The
University of British Columbia, Kelowna, BC V1V 1V7, Canada
ahmad.aldabbagh@ubc.ca

Institute and the
UCLouvain,

Depart-
Belgium

&
&

= .

()} —
Data-driven

control synthesis

{2(t)}

Online control
and operation

! -
System id.
experiment

Data storage

Fig. 1: Tllustration of data-poisoning attack considered in this paper.
Data collected from a system identification experiment is stored and
subsequently used for controller synthesis. An attacker intercepts
the stored data and replaces the true state trajectory {x(k)} with
a poisoned trajectory {Z(k)}. The resulting corrupted dataset leads
the system planner to synthesize a controller K that destabilizes
the physical system during online operation.

system planner as depicted in Fig. 1. We show that, without
knowledge of the controller synthesis procedure, an attacker
can systematically (i.e., deterministically) manipulate the
data so that the resulting controller destabilizes the physical
system.

Related works. In the model-based paradigm, a rich body
of literature has investigated attack detection and mitigation
in the line of work on cyber-physical security (see, e.g., the
non-exhaustive list of references [6]-[10]). These approaches
fundamentally depend on explicit knowledge of system dy-
namics to construct observer/residual generators, and input-
output analysis including system with partial observations
under arbitrary attacks [11]. A central assumption is that
the adversary exploits system vulnerabilities with some de-
gree of model knowledge, while the defender leverages the
identified model to detect deviations from expected behavior.
Particularly related to our work is the framework of false data
injection [10], which traditionally has focused on adversarial
attacks in an online setting, where sensors or actuators are
compromised during system operation.

More recently, research efforts have investigated data-
driven settings in which adversaries manipulate datasets
offline, prior to controller synthesis [12]-[14], or target data
predictive control frameworks [15]. Such data poisoning
attacks are fundamentally novel with respect to classical
cyber-physical security frameworks: they are executed di-
rectly on the data matrices, rendering them strictly harder to
detect, and they indirectly govern online system operation by
structurally altering the synthesized controllers. The deploy-
ment of the resulting compromised controller destabilizes the
physical system, compromising the operational reliability of
data-driven control synthesis [16]. While relevant research


https://arxiv.org/abs/2604.08392v1

has explored resilience mechanisms against such poison-
ing [17], key limitations persist in the formulation of ex-
isting attack frameworks (e.g., [13], [18]). Specifically, these
frameworks: (i) assume explicit knowledge of the underlying
system model as well as of the planner’s controller synthesis
methodology, (ii) corrupt both the state and control input data
sequences simultaneously, and (iii) lack rigorous theoretical
guarantees or rely entirely on iterative, online algorithms.

Contributions. The main contributions of this work are
twofold. First, we provide a rigorous and constructive char-
acterization to construct data poisoning attacks offline, guar-
anteeing that the closed-loop dynamics are destabilized by
the control synthesis, revealing a fundamental vulnerability
of data-driven control synthesis. Interestingly, we show that
this goal can be achieved by an attacker with no precise
knowledge of how the controller is synthesized; to the best
of our knowledge, this is shown here for the first time
in the literature. Second, we provide a recursive poisoning
mechanism to generate poisoned state trajectories, which
induces a controlled geometric shift in the apparent sys-
tem dynamics. Crucially, the resulting falsified data remain
trajectory-consistent, making the attack difficult to detect.
Taken together, these results establish that data-driven control
pipelines can be deterministically destabilized by model-
agnostic attacks that operate solely at the data level.

The paper is organized as follows. Section II provides
some preliminaries. Section III introduces the problem for-
mulation. Section IV outlines the attack scenarios that leads
to destabilization while Section V presents simulation results.

II. PRELIMINARIES
A. Notation

We denote by R, Z, and C the sets of real, integer, and
complex numbers, respectively. Zx>( denotes the set of non-
negative integers. The Euclidean vector norm and the induced
matrix norm are denoted by || - ||. The identity matrix of
appropriate dimension is denoted by /. For a symmetric
matrix P, the notation P > 0 indicates positive definiteness.
For A € R™*", we denote by o(A) the set of eigenvalues
of A. The spectral radius of A is defined as p(A4) :=
max; |A;(A4)|, where {);(A)}", are the eigenvalues of A.

B. Behavioral system theory

We next recall some useful facts on behavioral system
theory from [19]. For a sequence {w(k)};_, with w(k) €

R4, we define the Hankel matrix of depth L € Z> as

WA

w w w(l — L+

Ho(fwYz) =] . S
w(L—1) w(L) w(T —1)

which satisfies Hp (w(k)) € RILX(T=L+1),

Definition I1.1 (Persistently exciting sequence [19]) The
sequence {w(k)};_), w(k) € RY, is said to be persistently
exciting of order L € Z>¢ if Hy,({w(k)}) has rank ¢L (i.e.,

is full row rank). O

Note that, for a signal/sequence to be persistently exciting
of order L, it must be sufficiently long; namely, T' > (¢ +
L —1.

Consider the linear dynamical system
x(k+1) = Az(k) + Bu(k), (1)

where z(k) € R™, u(k) € R™, A € R"*", and B € R"*"™.
We next recall the following property of (1) when its inputs
are persistently exciting.

Lemma 1 (Willem’s Fundamental Lemma [19, Corollary
2]) Assume (1) is controllable, let ({u(k)}{ =g, {z(k)}} =)
be an input-state trajectory of (1), and L € Zyq. If
{u(k)}} = is persistently exciting of order n + L, then:

ank | Hr{u(k) ] S
" k{Hl({x(k) f:;i)}_L A

III. PROBLEM FORMULATION

We consider a frue physical system described by the
discrete-time linear time-invariant model':

x(k+1) = Az(k) + Bu(k), (2)

where k € Z>( denotes time, z(k) € R" is the state vector,
and u(k) € R™ is the control input. The matrices A € R™*™
and B € R™*™ are such that the pair (A, B) is controllable.
In the remainder, we implicitly assume that the system is
equipped with a sufficient number of sensors such that the
full state vector is accessible for measurement; that is, the
output equation can be simplified to y(k) = (k).

Following standard control design paradigms, we assume
that the system operator (hereafter, the planner) seeks to
synthesize a controller matrix K € R™*" and implements
the state-feedback law

u(k) = Ka(k). 3)

We assume that the planner has no knowledge of the system
matrices A and B, and therefore the synthesis must be carried
out using exclusively experimental data generated by (2).

We consider a setting where an adversary (hereafter,
the attacker) interferes with the controller design phase
by poisoning the data used by the planner for synthesis.
Similarly to the planner, the attacker has no knowledge of the
system matrices A and B. The two players” pursue opposing
objectives: the planner seeks to design K to stabilize the true
closed-loop system, whereas the attacker aims to poison the
data so that the resulting controller yields an unstable closed-
loop system. The planner-attacker interaction is sequential,
and unfolds as follows (see Fig. 1):

1) Identification experiment: The planner designs an input
sequence {u(k)}] -, and applies it to (2). The resulting

'In line with the system identification literature [1], we refer to the true
physical system as the system that generates the data, which coincides with
the system to which the controller is applied.

2From a game-theoretic perspective, our setting is that of a Stackelberg
game, with the attacker being the leader and the planner being the follower.



state trajectory {z(k)}{_, is recorded, transmitted, and

stored, each potentially being a vulnerable medium.

2) Adversarial data poisoning: During recording, trans-
mission, or storing over the vulnerable medium, the
attacker alters the recorded state’® trajectory {z(k)}7_,
into {Z(k)}7_,.

3) Controller synthesis and deployment: Unaware of the
data alteration the planner uses the poisoned dataset
({u(k)}i=y, {2(k)}T_,) to synthesize the feedback gain
K in (3). The controller is then deployed, yielding the
closed-loop system (2)—(3).

We assume that the identification experiment is well-
chosen, in the following sense.

Assumption 1 (Persistently exciting experiments) The
input sequence {u(k‘)}gz_o1 designed by the planner at step 1)
is persistently exciting of order n + 1. ]

To avoid degenerate cases, we require that the dataset
{@(k)}}_, generated by the attacker in step 2) is consistent
with a controllable system, thereby preserving controllability
of the* system compatible with the poisoned dataset.

It is worth emphasizing that we do not assume the attacker
knows how the controller is synthesized in step 3). The only
assumption is that the attacker is aware of the following.

Assumption 2 (Stability of the controller synthesis) At
step 3), the controller matrix K in (3) is synthesized so as to
stabilize the open-loop system consistent with the poisoned
dataset ({u(k)}fz_ol,{f(k) ). O

It is worth stressing that, under the considered attack
model, the adversary does not directly interfere with the true
system (2), nor with its actuators or sensors during open-loop
or closed-loop operation. Instead, the attack acts indirectly
and offline: by poisoning the identification data, the attacker
induces the planner to design a mismatched, destabilizing
controller. Motivated by the attacker’s objectives, we intro-
duce the following notion.

Definition IIL.1 (Effective attack for destabilization) We
say that an attack as in 1)-3) is effective for destabilization
if, for any controller matrix K designed in step 3) and
satisfying Assumption 2, the matrix A + BK is not Schur
stable. Conversely, we say that the attack is not effective
for destabilization if there exists K satisfying Assumption 2
such that A + BK is Schur stable. d

In words, an attack is effective for destabilization when,
for any state-feedback law synthesized in step 3), the result-
ing closed-loop system (2)—(3) is not asymptotically stable.

We conclude this section by formalizing the problem of
interest in this work.

Problem 1 ( Objective of this work) Given access to the data
sequences ({u(k)}; o, {z(k)}}_,), devise, when possible, a

3 Although our framework could be extended to accommodate attacks
that also alter the input sequence {u(k)}% pa Linto {a(k)}E - ko » We restrict
attention to perturbations of the state trajectory only. This 1s because, since
the input is designed by the planner in step 1), perturbations to the input
sequence may more easily be detected.

4Note that, by [3], in our setting there exists a unique system compatible

with the dataset ({u(k ) b 0 Az(k )}5:0)-

systematic procedure to construct a poisoned state trajectory
{Z(k)}}_, such that the resulting attack is effective for
destabihzation O

We stress that Problem [ is challenging for two main
reasons. First, the attacker does not know the true sys-
tem (2) and must design the attack using only the data
sequences ({u(k)};—o, {z(k)}F_,). Second, the attacker has
no knowledge of the controller synthesis procedure in step 3);
instead, the attack must destabilize any closed-loop system
resulting from the application of any controller K satisfying
Assumption 2. In this sense, the attack action must be robust
against uncertainty in the controller synthesis procedure.

IV. MAIN RESULTS

In this section, we present two characterizations of desta-
bilizing attacks: one formulated in terms of Hankel matrices,
and the other of state trajectories.

A. Sufficient conditions for effective attacks

To state the results, we introduce the following compact
notation. Given sequences {z(k)}7_ and {u(k)}}_,, define

U= Hi({u(k)}{=) = [u(0) w@) - (T -1)],
X_ = Hi({z(k)}[0) = [2(0) «(1) - «(T -1)],
Xy = B({e(b)}o) = [2(1) 2(2) - a(T)].

Analogous notation will be adopted for {Z(k)}1_,.

Theorem 1 (Data poisoning attack construction) Let
Assumptions 1-2 hold. Suppose the poisoned state trajectory
is such that:

Xy =X4 +0X_, X =X, )

for some § € R satisfying |§| > 2. Then, the attack is
effective for destabilization. O

Proof. Assume the planner successfully synthesizes a sta-
bilizing controller from the poisoned dataset (U, X_,X+).
Under direct data-driven control frameworks [2, Theorem 2],
the state-feedback gain is parameterized by a decision matrix
G such that the apparent closed-loop matrix is characterized
by

z(k+1) = X, Gz(k), (5)
where G satisfies
X_ I
Vel
. . X_
Since Assumption | holds, Lemma 1 ensures that { U } has

full row rank, and therefore the matrix G satisfying (6) exists.
The planner ensures this apparent system (5) is Schur stable.
Thus, all eigenvalues \; of X, G satisfy |\;| < 1.

To evaluate the physical consequence of deploying the
synthesized gain K = UG from (6), we determine the
true data-driven closed-loop matrix. Because the attacker’s
specific perturbation in this attack strictly preserves the past
data matrix X _, the planner’s structural synthesis constraint



X_G = I remains valid for the true system (2). Conse-
quently, under the data-driven parameterization framework,
the true physical closed-loop dynamics are

x(k+1) = X1 Gx(k). (7)

Substituting the attacker’s algebraic perturbation (4) into the
parameterization of the apparent system (5), and applying
the constraint X_G = I from (6), we obtain

x(k+1)= (X G+ oD)x(k). (8)

Let A\; € C be an eigenvalue of the true data-driven closed-
loop system (7) with a corresponding eigenvector v; # 0,
such that (X1 G)v; = A;v;. Right-multiplying the system
matrix in (8) by v; yields:

(X+G + 5[)1}1 = ()\z + 6)Ui.

This establishes the exact spectral relation between the
data matrices: the corresponding eigenvalue of the apparent
system (8) is exactly i = N\ +6. Rearranging this algebraic
mapping for the true eigenvalue and applying the reverse
triangle inequality provides a strict lower bound on its
magnitude:

X =[N — 8] > 18] — |\l

Substituting the planner’s Schur stability guarantee (|5\1| <1
into this inequality yields:

Ii| > [6] — 1.

Given the specified attack magnitude |§| > 2, the bounding
inequality evaluates to |\;] > 2 — 1 = 1. Therefore, every
eigenvalue of the true physical closed-loop system (7) resides
outside the unit circle, rendering the true closed-loop system
unstable. O

Three important implications follow from Theorem 1.
First, it establishes that a destabilizing poisoning attack
always exists, independently of the properties of (2). Second,
it shows that a poisoning attack can be designed without
knowing the matrices A and B in (2). Third, it demonstrates
that the attack can be designed without requiring knowledge
of the controller synthesis procedure, but only relying on the
assumption that the controller is intended to be stabilizing.
Finally, we note that the condition |§| > 2 provides flexibility
to the attacker, who can arbitrarily select § within this range.
We numerically investigate in Fig. 6 how the choice of §
interacts with measurement noise.

Remark IV.1 (Model-based reinterpretation of Theorem 1)
It follows from (7)—(8) that, from the the planner perspective,
the poisoned dataset appears to be generated by an apparent
system given by z(k+1) = Az(k)+Bu(k), with A = A+41
and B = B. O

B. Design of trajectory-compatible poisoned trajectories

Although Theorem 1 provides a condition for constructing
poisoned state trajectories, the representation (4), expressed
in terms of Hankel matrices, does not necessarily correspond

to a sequential trajectory {Z(k)}{_,. To clarify this point,
express the poisoned trajectory as a perturbation of the true
state trajectory:

z(k) = z(k) + A(k). 9
Define the associated Hankel matrices
A_ = [A(0) AT -1)],
Ay =[A1) A(T)] . (10)

For the poisoned data to be consistent with a trajectory
{#(k)}E_,, the Hankel matrices must satisfy

X_=X_+A_, X;,=X,+A,, (11)

which imposes a shift structure between X_ and X +
inherited from A(k). By substitution, it is immediate to
realize that construction (4) provided in Theorem 1 does not
satisfy (11). In the next subsection, we provide a technique
to generate poisoning attacks that overcome this limitation.

Remark IV.2 (Practical relevance of Theorem 1) Although
it may not satisfy (10), the construction in Theorem 1 is
applicable in scenarios where the attacker acts on the stored
dataset, and data are represented in Hankel matrix form.
Moreover, (4) is also applicable in cases where data is not
collected as a single, sequential trajectory, but rather as
independent (one-step transitions). |

Motivated by the requirements (9)—(11), we introduce the
following notion.

Definition IV.1 (Trajectory-compatible attack) We say that
an attack effective for destabilization is trajectory-compatible
if there exists a sequence {A(k)}7_, such that

X7:X7+A7, X+:X++A+,

where A_, A are obtained from {A(k)}}_, as in (10). O

We present in Algorithm 1 a procedure to systematically
design trajectory-compatible attacks that are effective for
destabilization. Intuitively, the algorithm computes a pertur-
bation sequence that preserves trajectory consistency while
injecting a destabilizing shift.

The algorithm recursively constructs a poisoned trajec-
tory {Z(k)}%_, as follows: in line 5, it combines a data-
consistent propagation term, obtained from the recorded
trajectory through the coefficient g(k) (computed in line 4),
with an additive bias proportional to the current poisoned
state. The coefficient g(k) is chosen so that the current
perturbation A(k) is represented using the measured state-
input data without modifying the input sequence. In line 5,
the term §(z(k) + A(k)) = dz(k) injects the shift needed to
enforce destabilization. Finally, the choice A(0) = 0 ensures
consistency of the initial state, yielding Z(0) = z(0).

The following result guarantees that attacks generated by
Algorithm 1 are effective for destabilization.

Theorem 2 (Correctness of Algorithm 1) Let Assump-
tions 1-2 hold. Suppose the poisoned state trajectory
{#(k)}I_, is generated by Algorithm 1 with |§| > 2. Then,
the attack is effective for destabilization. |



Algorithm 1 Poisoned state trajectory generation

Input: Dataset ({u(k)}]_,, {z(k)}%
bation size 6 € R
1: Construct the Hankel matrices

U = Hi({u(k)}1 ),
Xy = Hi({z(k)}izy):

2: Set A(0) =0, and £(0) = z(0);
3: for k=0,...,7T—1do
4: Compute g(k), a solution to:

_o), desired pertur-

= Hi({z(k)};5),

5. Compute
Ak +1) = Xyg(k) + 6(a(k) + Ak));

6: Set
Tk+1) =2k +1)+Ak+1);

end for
return {7 (k)}1_,

® 3

Proof. Since Assumption 1 holds, Lemma 1 ensures that
X_
U

line 4 admits a solution g(k) for each k € [0, T — 1],

and by concatenating these solutions, we obtain Gpo =

[9(0) g(1) g(T — 1)]. By construction, this matrix

satisfies the data equation:

X_ A_

v)ea=]
Define the transformation matrix Gnqp = I +Ga. Applying
this mapping to the true stacked data and using (12), we

obtain:
X_ X_+A_ X
y | CGmer = U U
Similarly, evaluating the recursive update rule on line 5 for

T steps to yield Ay = X Ga +0A_ +0X_. Substituting
this into X, = X + A, gives:

has full row rank. Therefore, the linear system in

12)

13)

Xy =X Guap +6X_. (14)

By Proposition 2 in the Appendix, the dataset (U, X_, X ) is
a trajectory of the apparent system x(k+1) = (A+01)x(k)+
Bu(k). Since (A, B) is controllable, the pair (A+dI, B) is
controllable for every § € R. Moreover, by Assumption 1, the
input sequence {u(k)}i_, is persistently exciting of order
n + 1, and thus Lemma 1 guarantees:

Rank [)((]_] =n-+m.

Now, assume the planner synthesizes a stabilizing state
feedback gain K from the poisoned dataset (U, X_, X ).
By [2, Theorem 2], the state-feedback gain can parameterized

by a decision matrix G such that the apparent closed- loop
matrix is characterized by

z(k+1) = X, Gz(k), (15)
where the matrix G satisfies
X_] ~ I
Vel

Substituting (14) into the planner’s closed-loop system (15)
and applying X_G = I from (16) simplifies the apparent
dynamics to:

x(k+1) =

We now analyze the composite operator Gipye = Gmapé
applied to the true dataset. Utilizing (13) and (16), we obtain:

X_ X_ s (X1~ [1
e (o) =[5 1),
(18)
Because Gy satisfies the fundamental parameterization

constraints for the unperturbed dataset, the true physical
closed-loop dynamics are exactly governed by

iﬂ(k + ].) = X_‘_Gtruefﬂ(k'),

where Gy satisfies (18). Substituting Gypye into (17)
establishes the exact relation:

(X4 GrapG + 01)z(k). (17)

19)

X.G =X, Gipye +61. (20)

Let \; € C be an eigenvalue of the true data-driven closed-
loop system matrix X Gyrqe as in (19) with corresponding
eigenvector v; # 0. Right-multiplying the system matrix
in (20) by v; yields:

(XJFG)’Ui = ()\z + (5)’01‘

This algebraic mapping dictates that v; is also an eigenvector
of the apparent closed-loop system matrix X+G, strictly
defining its corresponding eigenvalue as Ai = A\ + 0.
Following the analogous bounds established in Theorem 1,
selecting an attack magnitude of |§| > 2 guarantees that the
true physical closed-loop system is destabilized. O

As noted, Theorem 2 states that Algorithm 1 generates
a poisoned trajectory that is consistent with a valid state
evolution and guarantees destabilization of the closed-loop
system for any admissible controller when |§| > 2. This
result extends the construction in Theorem 1 to ensure com-
patibility with a valid sequential poisoned-state trajectory.

Remark IV.3 (Hankel matrix interpretation of Algo-
rithm 1) In terms of Hankel matrices, the attack generated
by Algorithm 1 can be written as (see (13)—(14))

X-i- = (X-‘r + 5X—)Gmapa X— = X—Gmapa

for the matrix Gqp defined in (13). Comparing with (4),
it follows that Algorithm 1 exploits additional degrees of
freedom in the construction of f(+ and X_ through the
choice of G qp. O

Remark 1V.4 (Model-based reinterpretation of Theorem 2)



It follows from (20) that, to the planner, the perturbed data
appears to be generated by an apparent system given by
z(k+1) = Az(k)+Bu(k) with A = A+6I and B = B. By
comparing this outcome with Remark IV.1, it is evident that
both the direct algebraic matrix perturbation in Theorem 1
and the recursive trajectory generation in Theorem 2 induce
the exact same parametric shift.

C. Minimum-magnitude effective attacks for destabilization

Although the construction in Theorem 1 is sufficient to
ensure effectiveness for destabilization, the condition |§| > 2
is also necessary, as established next.

Proposition 1 (Insufficiency of threshold perturbations)
Let Assumptions 1-2 hold. Suppose the attacker generates a
poisoned dataset such that X, = X, +0X_ and X_ = X_
for some magnitude § € R satisfying || < 2. Then, the
attack is not effective for destabilization.

Proof. Assume the attacker selects a perturbation shift |0] <
2. Define the real set A as the intersection of two open

intervals:
A=(-L1)Nn(-1-41-09).

Because |4| < 2, the intersection A is strictly nonempty. Let
A* be an arbitrary scalar chosen such that A* € A. By the
definition of this intersection, the following strict inequalities
hold simultaneously:

N <1 and |\ +6]<1.

Since the dataset (U, X_, f@) is persistently exciting
and the underlying system is controllable, the data-driven
parameterization in [2, Theorem 2] allows arbitrary closed-
loop pole assignment for (5) through a suitable choice of G.
Therefore, there exists a valid decision matrix G that places
the spectrum of the apparent closed-loop system entirely at
A* 46, such that (X G) = {\* +6,..., \* +6}.

Because |\* + 0| < 1, this synthesis matrix X G strictly
satisfies the planner’s Schur stability.

Applying the exact spectral mapping (X, G = X, G+61)
established in Theorem 1 , the corresponding spectrum of
the true physical closed-loop system is strictly evaluated as
o(X;+G) = {)\*,..., \*}. Hence, the true closed-loop matrix
X1 G is Schur stable. O

One important consequence follows from Proposition 1:
by interpreting § as a measure of the perturbation magnitude
in (4), the minimum value required to induce destabilization
is [0] = 2.

Remark IV.5 (Applicability to trajectory-consistent attack)
The insufficiency bounds derived in Proposition 1 extend
to the trajectory poisoning results of Theorem 2. Since the
recursive trajectory poisoning algorithm is proven to induce
the exact isotropic shift (A = A+ 6I) as in Remark 1V.4,
the attacker is strictly bound by the identical operational
threshold. ]

Remark IV.6 (Anisotropic perturbation) While the uni-
form scalar perturbation guarantees destabilization against
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Fig. 2: Closed-loop response of the system under the proposed
data-poisoning attack. (Left) The apparent system exhibits asymp-
totic convergence, satistying the planner’s Schur stability condition.
(Right) The true physical system diverges exponentially.
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Fig. 3: Closed-loop pole locations in the complex plane under
the proposed data-poisoning attack; while the planner successfully
constrains the apparent poles (A\) within the unit circle, while the
true closed-loop poles (\) lie outside the unit circle

any data-driven controller, the resulting isotropic spectral
shift requires a relatively large perturbation magnitude (e.g.,
|6] > 2). This occurs because the isotropic shift uniformly
displaces all eigenvalues of the closed-loop dynamics (see
Fig. 3). A potential direction for future research is anisotropic
data poisoning. If an attacker can estimate the dominant
eigenvectors of the anticipated closed-loop system, they
could selectively project perturbations along directions clos-
est to the stability boundary. Such targeted perturbations may
achieve destabilization with significantly smaller perturbation
magnitude. (|

V. NUMERICAL SIMULATIONS

In this section, numerical simulations are provided
to demonstrate the efficacy of the trajectory poison-
ing attack against a purely data-driven control synthe-
sis. The evaluation utilizes the discrete-time batch reac-
tor model considered in [2]. The true underlying sys-
tem matrices [A|B], which remain strictly unknown to

both the planner and the attacker, are specified as
1.178 0.001 0.511 —0.403 0.004 —0.087
—0.051 0.661 —0.011 0.061 0.467  0.001
0.076 0.335 0.560  0.382 0.213 —0.235
0 0.335 0.089  0.849 0.213 —0.016

We generate the states data by injecting a random white
noise input signal u(t) (sampled uniformly from [—1,1])
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Fig. 4: Offline data magnitude evaluation characterizing the attack’s
recursive injection magnitude 6 = —2.0 using Algorithm 1. (Left)
Comparison of the L2 norms of the true open-loop trajectory
X and the poisoned trajectory X. (Right) Logarithmic plot of
the perturbation vector magnitude ||A(k)||2, demonstrating the
exponential growth governed by p(A + 61).

with length T' = 15. Here we consider the planner algorithm
to synthesizes a state-feedback gain K of the form (3)
using the data-driven stabilization method presented in [2,
Theorem 3]. We use CVX [20] to solve the optimization
problem in MATLAB.

A. Simulations with noise-free data

In the first scenario, the attacker perturbs only the X
sequence as defined in Theorem 1 with § = —2.0. In
the second scenario (recursive perturbations), the attacker
executes Algorithm 1 with = —2.0. Because both method-
ologies strictly embed the identical shifted linear operator
into the data matrices as presented in Remark V.4, the LMI
solver processes an identical apparent dynamic subspace.
Consequently, the synthesis outcomes are indistinguishable.
For both attack vectors, the LMI solver returns a strictly
feasible status, confirming that the apparent closed-loop
system is Schur stable. This fulfills the attacker’s stealth
requirement, as the planner is completely unaware of the
malicious injection. However, when this synthesized gain is
deployed to the system (2), the true closed-loop state tra-
jectories exponentially diverge, as shown in Fig. 2. Spectral
analysis confirms that the true closed-loop system possesses
all the eigenvalue strictly outside the unit circle as shown
in Fig. 3, while the apparent closed-loop system poles lie
within the unit circle.

To quantify the perturbation energy injected during the
offline data-poisoning phase of Algorithm 1, Fig. 4 evaluates
the trajectory magnitudes. As illustrated in the left panel, the
L5 norm of the poisoned trajectory X diverges significantly
from the true physical trajectory X after few time-steps. The
mechanics driving this divergence are characterized in the
right panel, which plots the perturbation norm ||A(k)||2 on
a logarithmic scale. This growth is dictated by the recursive
injection dynamics, specifically the spectral radius of the
shifted operator, p(A + dI) as in Remark IV.4. Because the
attack parameter ¢ is synthesized such that p(A+d1) > 1, the
perturbation inherently simulates an unstable virtual mode,
forcing the data matrices to expand exponentially before
being processed by the planner.

Unit Circle
X Apparent Poles
X True Poles

Imaginary Axis

-0.5

Real Axis

Fig. 5: Closed-loop pole locations in the complex plane under
the proposed data-poisoning attack; while the planner successfully
constrains the apparent poles (\) within the unit circle, while the
true closed-loop poles (\) lie outside the unit circle
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Fig. 6: Scaling of the attack magnitude |4| required to satisfy
min; |A\;] > 1 under increasing measurement noise in the system.

B. Simulations with noisy data

To assess the robustness of the attack under more realistic
operational conditions, a random uniform measurement noise
sequence w(k) is injected during the offline data collection
phase to system (2). We first evaluate the system under
a moderate noise bound of ||w(k)|lec < 0.05 (sampled
uniformly from [—0.05,0.05]). Under this condition, the
deterministic spectral shift injected by the attacker (]6| =
—2.0) dominates the stochastic noise. The entire closed-loop
spectrum is uniformly displaced, forcing all eigenvalues of
the true physical system (2) to be strictly outside the unit
circle, as shown in Fig. 5.

To quantify the level of data poisoning, we evaluate the
system’s vulnerability across a spectrum of Noise-to-Signal
Ratios (NSR), expressed in decibels in Fig. 6. Mathemat-
ically, the NSR in decibels is the exact additive inverse
of the Signal-to-Noise Ratio (—SNRgp). This metric is for-

mally defined as NSRgp := 20log;, (O‘HW”F

xTr ) where « is
the noise scaling parameter, W is the matrix of additive
simulation noise, and X 1is the nominal state trajectory
matrix. This formulation directly computes the logarithmic
ratio of the noise matrix magnitude to the state trajectory
magnitude, yielding the relative energy of the perturbation.
Fig. 6 confirms that increasing the attack magnitude ¢ forces
all true closed-loop poles to be strictly outside the unit disk.



VI. CONCLUSIONS

In this paper, we revealed a critical weakness in data-
driven control synthesis, showing that an attacker can system-
atically design offline data poisoning actions that cause any
linear state feedback controller synthesized by the planner
to destabilize the physical system. We have explored two
strategies for data- poisoning: one based on Hankel matrices,
and an alternative recursive mechanism. The proposed results
motivate several directions for future research, including fur-
ther restricting the attacker’s capabilities, deriving necessary
conditions for data- poisoning, and designing more advanced
attack strategies under additional structural assumptions on
the controller synthesis procedure.
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VII. APPENDIX

Proposition 2 (Model-based reinterpretation of poisoned
data from Algorithm 1) Suppose the poisoned trajectory
matrices (X_, X, ) are generated by Algorithm 1. Then, the
poisoned dataset emulates the state trajectory of an apparent
system given by z(k+1) = Az (k)4 Bu(k) with A = A+61
and B = B.

Proof. The true data matrices (U, X_, X ) strictly satisfy
the underlying physical dynamics:

Xy =AX_+ BU.
Substituting this into the structural mapping (14) yields:
X; = A(X_Guap) + B(UGpap) +6X_.

Applying the block matrix mapping identities derived in (13),
specifically X_Gqp = X— and UGpqp, = U, the equation
reduces to:

X, =(A+6DX_ + BU.

Thus, the data matrices satisfy the apparent system parame-
terized by A= A+ 61 and B = B. O
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